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•  
›

VLAN PC VLAN
VLAN PC A PC B, PC C

 

VLAN 10 VLAN 20 VLAN 30 

 

 

 SW1 

SW2 SW3 

SW4 SW5 
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192.168.1.10/24 192.168.2.10/24 192.168.3.10/24 
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•  
› Access Control Lists

» PCA 192.168.1.10 PC B 192.168.3.10
 

– IP  

ip access-list extended 101 
 10  deny   ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255  

Ruijie(config)#ip access-list extended 101 
Ruijie(config-ext-nacl)#deny ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255  

ACL  ACL  

ACL   

IP  
 

IP  
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•  

› IP ACL IP IP  

» ACL ”standard”  

› IP ACL IP/ IP TCP/IP  

» ACL ”extended”  

› ACL  
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•  
›  

» ACL  

›  

» VLAN10 PC VLAN30
DENY_VLAN10_TO_VLAN30 ACL

 

Ruijie(config)#ip access-list extended ? 
  <100-199>        IP extended acl 
  <2000-2699>    IP extended acl (expanded range) 
  WORD                 Acl name 

Ruijie(config)#ip access-list standard ? 
  <1-99>              IP standard acl 
  <1300-1999>   IP standard acl (expanded range) 
  WORD                Acl name 
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•  
› permit deny 

» permit permit  

» deny deny  
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•  
› ACL ACL  

» ACL IP  

 

 

 

» ACL 3 IP IP 

Ruijie(config)#ip access-list standard 13  
Ruijie(config-std-nacl)#permit ? 
  A.B.C.D  Source address 
  any      Any source host 
  host     A single source host 

Ruijie(config)#ip access-list extended 101 
Ruijie(config-ext-nacl)#permit ? 
  <0-255>  An IP protocol number 
  eigrp    Enhanced Interior Gateway Routing Protocol 
  gre      General Routing Encapsulation 
  icmp     Internet Control Message Protocol 
  igmp     Internet Group Managment Protocol 
  ip       Any Internet Protocol 
  ipinip   IP In IP 
  nos      NOS 
  ospf     Open Shortest Path First 
  tcp      Transmission Control Protocol 
  udp      User Datagram Protocol 
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•  
› IP IP  

»
 

 ip route 192.168.1.0 255.255.255.0 10.0.0.1 

2 1
IP bit bit  

Ruijie(config)#ip access-list standard 13 
Ruijie(config-std-nacl)#permit 192.168.1.0 0.0.0.255  

2 0
IP bit bit  

Ruijie(config)#ip access-list standard 13 
Ruijie(config-std-nacl)#permit 192.168.1.10 0.0.0.0  

0 IP host  

Ruijie(config-std-nacl)#permit host 192.168.1.10 
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•  
›  

» 192.168.1.0/17 192.168.1.0/25  
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•  
› ACL  

» VLAN10 PC 192.168.4.0/24 PC 

» VLAN10 PC 192.168.5.0/24 PC 

» VLAN 10 PC 192.168.1.10  192.168.3.0/24 PC 

» VLAN 10 PC 10.0.5.5 80  

»  

›  

» 1. ACL 

» 2. ACL  
–  

–  
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•  
› ACL  

» VLAN10 PC 192.168.4.0/24 PC 

» VLAN10 PC 192.168.5.0/24 PC 

» VLAN 10 PC 192.168.1.10  192.168.3.0/24 PC 

» VLAN 10 PC 10.0.5.5 tcp 80  

»  

Ruijie(config)#ip access-list extended FOR_VLAN10    
Ruijie(config-ext-nacl)#permit ip host 192.168.1.10 192.168.3.0 0.0.0.255 
Ruijie(config-ext-nacl)#deny ip 192.168.1.0 0.0.0.255 192.168.4.0 0.0.0.255 
Ruijie(config-ext-nacl)#deny ip 192.168.1.0 0.0.0.255 192.168.5.0 0.0.0.255 
Ruijie(config-ext-nacl)#permit tcp 192.168.1.0 0.0.0.255 host 10.0.5.5 eq 80 
Ruijie(config-ext-nacl)#deny ip 192.168.1.0 0.0.0.255 host 10.0.5.5  
Ruijie(config-ext-nacl)#per ip any any 
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•  
›  

– 10 ACL
 

 

 

 

 
– VLAN 10 PC 192.168.6.0/24 

ip access-list extended FOR_VLAN10 
 10 permit ip host 192.168.1.10 192.168.3.0 0.0.0.255  
 20 deny ip 192.168.1.0 0.0.0.255 192.168.4.0 0.0.0.255  
 30 deny ip 192.168.1.0 0.0.0.255 192.168.5.0 0.0.0.255  
 40 permit tcp 192.168.1.0 0.0.0.255 host 10.0.5.5 eq www  
 50 deny ip 192.168.1.0 0.0.0.255 host 10.0.5.5  
 60 permit ip any any  

Ruijie(config)#ip access-list extended FOR_VLAN10 
Ruijie(config-ext-nacl)#31 deny ip 192.168.1.0 0.0.0.255 192.168.6.0 0.0.0.255 

ip access-list extended FOR_VLAN10 
 10 permit ip host 192.168.1.10 192.168.3.0 0.0.0.255  
 20 deny ip 192.168.1.0 0.0.0.255 192.168.4.0 0.0.0.255  
 30 deny ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255  
 31 deny ip 192.168.1.0 0.0.0.255 192.168.6.0 0.0.0.255  
 40 permit tcp 192.168.1.0 0.0.0.255 host 10.0.5.5 eq www  
 50 deny ip 192.168.1.0 0.0.0.255 host 10.0.5.5  
 60 permit ip any any  
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•  
› ACE (Access Control Entry ACE)  

» ACE  

» ACE deny permit , ACL 

» ACL ACE  

» ACL ACL deny ip any any  

ip access-list extended FOR_VLAN10 
 10 permit ip host 192.168.1.10 192.168.3.0 0.0.0.255  
 20 deny ip 192.168.1.0 0.0.0.255 192.168.4.0 0.0.0.255  
 30 deny ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255  
 31 deny ip 192.168.1.0 0.0.0.255 192.168.6.0 0.0.0.255  
 40 permit tcp 192.168.1.0 0.0.0.255 host 10.0.5.5 eq www  
 50 deny ip 192.168.1.0 0.0.0.255 host 10.0.5.5  
 60 permit ip any any  

ACL ACE 

 17 

•  
› ACE  

» 60 ACE deny ACE  

» 50 ACE 40 10.0.5.5 
– VLAN 10 PC 10.0.5.5 80  

 
ip access-list extended FOR_VLAN10 
 10 permit ip host 192.168.1.10 192.168.3.0 0.0.0.255  
 20 deny ip 192.168.1.0 0.0.0.255 192.168.4.0 0.0.0.255  
 30 deny ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255  
 31 deny ip 192.168.1.0 0.0.0.255 192.168.6.0 0.0.0.255  
 40 permit tcp 192.168.1.0 0.0.0.255 host 10.0.5.5 eq www  
 50 deny ip 192.168.1.0 0.0.0.255 host 10.0.5.5  
 60 permit ip any any  
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•  
› 1. ACL 

» ACL
ACL , SVI ACL

 

Ruijie(config)#int f0/1 
Ruijie(config-FastEthernet 0/1)#ip access-group FOR_VLAN10 in 

Ruijie(config)#int vlan 10 
Ruijie((config-VLAN 10)#ip access-group FOR_VLAN10 out 
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•  
› 1. ACL 

» ACL
ACL , SVI ACL

 

ip access-list extended FOR_VLAN10 
 10 permit ip host 192.168.1.10 192.168.3.0 0.0.0.255  
 20 deny ip 192.168.1.0 0.0.0.255 192.168.4.0 0.0.0.255  
 30 deny ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255  
 31 deny ip 192.168.1.0 0.0.0.255 192.168.6.0 0.0.0.255  
 40 permit tcp 192.168.1.0 0.0.0.255 host 10.0.5.5 eq www  
 50 deny ip 192.168.1.0 0.0.0.255 host 10.0.5.5  
 60 permit ip any any  

VLAN10 

IP
192.168.1.10(VLAN 10 ) 

 

IN
ACL  

SVI 10  

in ACL
in ACL 
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•  
› 1. ACL 

» ACL
ACL , SVI ACL

 

ip access-list extended FOR_VLAN10 
 10 permit ip host 192.168.1.10 192.168.3.0 0.0.0.255  
 20 deny ip 192.168.1.0 0.0.0.255 192.168.4.0 0.0.0.255  
 30 deny ip 192.168.1.0 0.0.0.255 192.168.3.0 0.0.0.255  
 31 deny ip 192.168.1.0 0.0.0.255 192.168.6.0 0.0.0.255  
 40 permit tcp 192.168.1.0 0.0.0.255 host 10.0.5.5 eq www  
 50 deny ip 192.168.1.0 0.0.0.255 host 10.0.5.5  
 60 permit ip any any  

VLAN10 

IP
192.168.1.10(VLAN 10 ) 

 

OUT
ACL  

OUT ACL  
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•  
› 2. ACL 

» ACL
ACL ACL  

– VLAN ACL 

PC A 
192.168.1.10/24 

PC B 
192.168.1.20/24 

PC A PC B 

ACL in 

ACL in 

 

ip access-list extended FOR_VLAN10 
 10 deny ip host 192.168.1.10 host 192.168.1.20  
 20 permit ip any any  

 22 

•  
› 2. ACL 

» ACL
ACL ACL  

– ACL  

 

VLAN10 

ACL  
1.  
2.
VLAN10 VLAN20 

VLAN30 
VLAN40 

VLAN10 
VLAN20 

… … … 
VLAN 10 PC VLAN 30 
VLAN 20 PC VLAN 40 

… … 

ip access-list extended FOR_VLAN10 VLAN20 ACL  
 10 deny ip 192.168.1.0 0.0.0.255  192.168.3.0 0.0.0.255  
 20 permit ip any any  

VLAN20 
 

 23 

•  
› 2. ACL 

» ACL
ACL ACL  

– ACL  

 

VLAN10 VLAN30 
VLAN40 

VLAN10 
VLAN20 

… … … 
VLAN 10 PC VLAN 30 
VLAN 20 PC VLAN 40 

… … 

ip access-list extended FOR_VLAN10 VLAN20 ACL  
 10 deny ip 192.168.1.0 0.0.0.255  192.168.3.0 0.0.0.255  
 20 permit ip any any  

VLAN20 

SVI ACL 

Ruijie(config)#int vlan 10 
Ruijie((config-VLAN 10)#ip access-group FOR_VLAN10 in 
Ruijie(config)#int vlan 20 
Ruijie((config-VLAN 20)#ip access-group FOR_VLAN20 in 

SVI
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•  
› 3.ACL  

» ACL  
– ACL  

 

PC A PC B 

ACL PCA PC B 

ip access-list standard AtoB 
 10 deny 192.168.1.0 0.0.0.255   
 20 permit ip any any  

192.168.1.10/24 10.1.1.20/24 
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•  
› 3.ACL  

» ACL  
– ACL  

 

PC A PC B 
192.168.1.10/24 10.1.1.20/24 

ACL PCA PC B 

ip access-list extended AtoB 
 10 deny ip 192.168.1.0 0.0.0.255  10.1.1.0 0.0.0.255 
 20 permit ip any any  
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•  
› 3.ACL  

» ACL  
– ACL  

 

 

PC A PC B 
192.168.1.10/24 10.1.1.20/24 

ACL PCA PC C PC B 

ip access-list extended toB 
 10 deny ip 192.168.1.0 0.0.0.255  10.1.1.0 0.0.0.255 
 20 deny ip 192.168.3.0 0.0.0.255  10.1.1.0 0.0.0.255 
 30 permit ip any any  

PC C 
192.168.3.10/24 

IP
PC B PC B

ACL
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1  
RG-S2652G 

1102  1203  

1 1  

 
192.168.2.1/24 

Switch 

2  
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1  

 

192.168.3.10/24 

VLAN 20 

VLAN 10 VLAN 30 

 
VLAN 20 192.168.2.2/24 

1
0000000

192.168.1.10/24 

 

Switch 

RG-S5750 

ACL  
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•  
›  

» ACL
SVI

ACL  
– ACL  

–
ACE  

ip access-list extended antivirus 
 10 deny tcp any any eq 1068  
 20 deny tcp any any eq 5554  
 30 deny tcp any any eq 9995  
 40 deny tcp any any eq 9996  
 50 deny tcp any any eq 1022  
 60 deny tcp any any eq 1023  
 70 deny tcp any any eq 445  
 80 deny tcp any any eq 135  
 90 deny tcp any any eq 4444  
 100 deny tcp any any eq 1080  
 110 deny tcp any any eq 3128  
…( ) 
280 permit ip any any  

 29 

• ACL 
› ACL  

» 9 00-18 00 WEB
 

–
 

»  
– 1.  

# clock set  

– 2.  

– 3. ACL ACE  

 30 

• ACL 
› ACL  

»  
– 2.  

Ruijie(config)#time-range WORK_TIME 
Ruijie(config-time-range)#periodic ? 
  Daily      Every day of the week 
  Friday     Friday 
  Monday     Monday 
  Saturday   Saturday 
  Sunday     Sunday 
  Thursday   Thursday 
  Tuesday    Tuesday 
  Wednesday  Wednesday 
  Weekdays   Monday through Friday 
  Weekend    Saturday and Sunday 
Ruijie(config-time-range)#periodic weekdays 9:00 to 18:00 



 31 

• ACL 
› ACL  

»  
– 3. ACL ACE  

WORK_TIME ACE  

ip access-list extended OA 
 10 permit tcp any any eq www time-range WORK_TIME  
 20 deny ip any any time-range WORK_TIME  

 32 

•  
› 1. ACL ACL  

› 2.  

› 3.ACL  

› 4.ACL ACE  

ACL  
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Switch 
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1101  
1103  

Hub 

 

PC3 

192.168.1.30/24 

VLAN 10 

PC1 

192.168.1.10/24 

 

Switch 

1102  
Switch 

 

  

PC2 

192.168.1.20/24 

1 

2 

3 

Hub 

1
RG-S2652G 

›
›

MAC  
VLAN MAC   

10 PC 2 MAC 2 
10 PC 3 MAC 3 

1
PC2 PC3  

S 192.168.1.30 

D 192.168.1.20 

IP 

MAC 
D PC 2 MAC 

S PC 3 MAC 

MAC  
VLAN MAC   

10 PC 4MAC 1 
10 PC 5 MAC 1 
10 PC6 MAC 1 
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1101  
1103  

Hub 

 

PC3 

192.168.1.30/24 

VLAN 10 

PC1 

192.168.1.10/24 

 

Switch 

1102  
Switch 

 

PC2 

192.168.1.20/24 

1 

2 

3 

Hub 

1
RG-S2652G 

›
›

MAC  
VLAN MAC   

10 PC 2 MAC 2 

10 PC 3 MAC 3 

S 192.168.1.30 
D 192.168.1.20 

IP 

MAC 
D PC 2 MAC 

S PC 3MAC 

PC1
MAC  

10 PC 4 MAC 1 

10 PC 5 MAC 1 

MAC
HUB,
vlan  

HUB 

PC1 
192.168.1.2/24 
0027.1365.33db 

Fa0/1 

int vlan 1 
ip add 192.168.1.1 255.255.255.0 
Int fa0/1 
Switchport port-security 
Switchport port-security maximum 1 

 

PC2 
192.168.1.3/24 
001a.a971.9dc8 

0/1

Fa0/24 

Ruijie#sh port-security address  
Vlan Mac Address   IP Address   Type    Port    Remaining Age 
                                                                         (mins) 
---- --------------- ---------------------------------------- ----------  
1     001a.a97e.9dc8               Dynamic    Fa0/1  

Ruijie#*Jun  9 12:11:35: %PORT_SECURITY-2-
PSECURE_VIOLATION: Security violation occurred, caused by 
MAC address 0027.1365.33db on port FastEthernet 0/1. 

PC2 fa0/1
PC2

fa0/1  

PC1 fa0/1
PC1 192.168.1.1 PC1

mac  

mac  
0027.1365.33db 

PC1  

 40 

1103  

1 1  

Hub 

1
RG-S2652G 

 

PC3 

192.168.1.30/24 

VLAN 10 VLAN 10 

 

Switch 

 

 

1102  
Switch 

 

VLANNNN 10

1 
2 

3 

Hub 

PC2 

192.168.1.20/24 

 

HUB 

PC1 
192.168.1.2/24 
0027.1365.33db 

Fa0/1 

int vlan 1 
ip add 192.168.1.1 255.255.255.0 
Int fa0/1 
Switchport port-security 
Switchport port-security binding  0027.1365.33db vlan 1 192.168.1.2 

 

PC2 
192.168.1.3/24 
001a.a971.9dc8 

0/1

Fa0/24 

vlan 1 

Ruijie#sh port-security address  
Vlan Mac Address     IP Address      Type       Port     Remaining Age 
                                                                                  (mins) 
---- --------------- ---------------------------------------- ---------- -- 
1     0027.1365.33db 192.168.1.2   Configured Fa0/1            -          
1     0027.1365.33db                      Dynamic    Fa0/1            -          
1     001a.a97e.9dc8                       Dynamic    Fa0/1  

mac-0027.1365.33db 
IP 192.168.1.2 

mac-001a.a971.9dc8 
IP 192.168.1.3 

PC1  

PC2  

128 PC2

mac  



Switch(config-if)#switchport port-security 

Switch(config-if)# switchport port-security maximum 4  

Switch(config-if)#switchport port-security binding  0006.1bde.13b4   vlan  10    192.168.1.10 

Switch(config-if)#switchport port-security 

›

›

›

»

Switch(config-if)#switchport port-security binding  0006.1bde.13b4   vlan  10    192.168.1.10 

MAC MAC vlan 

IP 

Switch(config)#switchport port-security binding  interface fa0/1  0006.1bde.13b4   vlan  10    
192.168.1.10 

 

Switch(config-if)#switchport port-security mac-address  0006.1bde.13b4   vlan  10 

MAC MAC vlan 

Switch(config-if)#switchport port-security binding  192.168.1.10 

IP 

Switch(config)#interface  fastethernet 0/1 
Switch(config-if)#switchport port-security violation { protect |restric | 
shutdown } 

›
 

» Protect     

» Restric trap  

» Shutdown trap errdisable 
recovery  



Ruijie#show port-security  
Secure Port  MaxSecureAddr  CurrentAddr  MaxIPSecureAddr  CurrentIPAddr  Security Action 
                              (Count)        (Count)        (Count)                  (Count) 
-----------  -------------  -----------  ---------------  -------------  --------------- 
   Fa0/3             128                     0                128                           0                Protect         
   Fa0/7            128                      4                128                           1                Protect         

 

Ruijie#sh port-security address int fa0/7 
Vlan Mac Address         IP Address           Type          Port            Remaining Age 
                                                                                                       (mins) 
---- --------------- ---------------------------------------- ---------- -------- ------------- 
1     0027.1365.33db    192.168.1.2       Configured    Fa0/7                  -          
1     0027.1365.33db                            Dynamic       Fa0/7                   -          
1     001a.a97e.9dc8                             Dynamic       Fa0/7                   -          
1     0022.2333.3333                            Configured    Fa0/7                   -          
1     0001.3333.2222                            Configured     Fa0/7                  -  

mac mac  
show port-security address int  

 

PC1 
192.168.1.2/24 

Fa0/7 0/7

Int vlan 1 
Ip add 192.168.1.1 255.255.255.0 

 

PC1 
192.168.1.2/24 

Fa0/7 

Int vlan 1 
Ip add 192.168.1.1 255.255.255.0 

int fa0/7 
switchport port-security binding 0027.1365.33db vlan 1 192.168.1.2  

1 PC1 IP 192.168.1.3 MAC ping 192.168.1.1 
2 fa0/8 fa0/9 PC2 PC3  
3 PC2 PC3 HUB fa0/7  
4  

 

PC2 
192.168.1.3/24 

PC3 
192.168.1.4/24 

Fa0/8 
Fa0/9 
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1103  

1 1  

Hub 

1
RG-S2652G 

 

PC3 

192.168.1.30/24 

VLAN 10 VLAN 10 

 

Switch 

 

1102  
Switch 

 

NVLANNNNN 10

1 
2 

3 

Hub 

PC2 

192.168.1.20/24 

 



55 

IP MAC 

 
 

 

 

Ruijie#sh address-bind  
Total Bind Addresses in System : 1 
IP Address          Binding MAC Addr 
---------------           ---------------- 
    192.168.1.2    0027.1365.33db 

56 

Switch config #address-bind ipv6-mode {  compatible |loose | strict  } 

57 

58 

 

 

 

 
DHCP  

DHCP  

PC1 

DHCP Client 
PC2 

IP DNS  

DHCP  

• DHCP  

› DHCP DHCP VLAN 

› offer DHCP IP  

 

 

DHCP  

 

 

PC DHCP  

DHCP Discover 

DHCP Discover 

DHCP Offer 

DHCP Offer 

DHCP Request 
DHCP Ack 

DHCP  

g0/25 

•  
› DHCP Snooping 

 

 

› trust  

 

 

Ruijie(config)#ip dhcp snooping  

Ruijie(config)#int g0/25 

Ruijie(config-GigabitEthernet 0/25)#ip dhcp snooping trust 



• DHCP snooping  
› DHCP snooping untrust  

› trust DHCP offer ACK NAK  

› DHCP IP MAC vlanID
 

 
DHCP  

 

 

PC DHCP  

DHCP Snooping  
Trust  

DHCP Snooping  
Untrust  

DHCP Offer/ACK 

g0/25 

DHCP Offer/ACK 

client server DHCP  
DCHP snooping  

Ruijie#sh ip dhcp snooping  
 
Switch DHCP snooping  status                    :   ENABLE 
DHCP snooping  Verification of hwaddr status    :   DISABLE 
DHCP snooping database write-delay time         :   0 seconds 
DHCP snooping option 82 status                  :   DISABLE 
DHCP snooping Support bootp bind status         :   DISABLE 
Interface                      Trusted       Rate limit (pps) 
------------------------       -------       ---------------- 
GigabitEthernet 0/25           YES           unlimited  

DHCP snooping  

Ruijie#sh ip dhcp snooping binding  
 
Total number of bindings: 1  
 
MacAddress            IpAddress       Lease(sec)    Type               VLAN   Interface 
------------------ --------------- ------------ ------------- ----- -------------------- 
0027.1365.33db     172.16.10.1     86397         dhcp-snooping   1     FastEthernet 0/1 

DHCP snooping  

63 

 

 

 

 

DHCP  

PC1 

DHCP Client 
PC2 

DHCP  
DHCP client DHCP  

 

• DHCP  
› Server client MAC  

›  

 

 

65 

DHCP  

 

 

 

DHCP  

PC1 

DHCP Client 
DHCP Client 

ip  dhcp snooping 
int  g0/25 
ip dhcp snooping trust 
int  fa0/1 
ip dhcp verify mac-address 

g0/25 

f0/1 untrust request
MAC client mac

 

•  
› untrust DHCP MAC  

» DHCP MAC Client MAC  

 
 

66 

DHCP  

 

 

 

DHCP  

PC1 

DHCP Client 
DHCP Client 

ip  dhcp snooping 
int  g0/25 
ip dhcp snooping trust 
int  fa0/1 
ip dhcp verify mac-address 
Switchport port-security 
Switchport port-security maximum 4 

g0/25 

f0/1 untrust request
MAC client mac

 

•  
› untrust DHCP MAC  

» DHCP MAC Client MAC  

» MAC  
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DHCP  

 

 

 

DHCP  

PC1 

DHCP Client 
DHCP Client 

ip  dhcp snooping 
int  g0/25 
ip dhcp snooping trust 
int  fa0/1 
ip dhcp snooping   suppresing 

g0/25 

f0/1 DHCP  

•  
› DHCP

DHCP  

68 

 

 

 

 

DHCP  

PC1 

DHCP Client 
PC2 

DHCP 172.16.1.2  172.16.1.2  

IP  

IP 

• IP 
› IPSG(ip source guard) 

› IPSG IP DHCP  snooping
 

› IPSG IP DHCP IP
IP IP+MAC  

 DHCP  
 

 

PC 

DHCP IP  
192.168.1.1/24 

IP  
192.168.1.1/24 

g0/25 

F0/1 F0/2 IPSG
ip  

IPSG
ip  

1 DHCP snooping
DHCP DHCP snooping

 
2 IPSG DHCP snooping

 

ip  dhcp snooping 
int  g0/25 
ip dhcp snooping trust 
int  fa0/1 
ip verify source port-security 

• IPSG IP 
› DHCP snooping untrust IPSG  

 

 

 

›  

 

 
 

Ruijie(config-FastEthernet 0/1)#ip verify source ? 
  port-security  Port security 
  <cr> 

Ip verify source IP 

Ip verify source  port-security IP+ MAC 

Ruijie(config)#ip source binding 0027.1365.33db vlan 1 192.168.1.2 interface fa0/1 

MAC VLAN ID IP  

DHCP snooping  

Ruijie#sh ip dhcp snooping binding  
 
Total number of bindings: 1  
 
MacAddress            IpAddress       Lease(sec)         Type              VLAN    Interface 
------------------ --------------- ------------ ------------- ----- -------------------- 
0027.1365.33db     192.168.1.1     84437        dhcp-snooping         1     FastEthernet 0/1 

Ruijie#sh ip source binding  
MacAddress            IpAddress       Lease(sec)    Type                  VLAN    Interface 
------------------ --------------- ------------ ------------- ----- -------------------- 
0027.1365.33db     192.168.1.1     84385         dhcp-snooping      1      FastEthernet 0/1 
0027.1365.3425     192.168.1.2     infinite        static                    1      FastEthernet 0/3 
Total number of bindings: 2 

IP  

Ruijie#sh ip verify source  
Interface              Filter-type   Filter-mode  Ip-address       Mac-address       VLAN 
-------------------- ----------- ----------- --------------- -------------- -------- 
FastEthernet 0/1     ip+mac      active        192.168.1.1    0027.1365.33db     1        
FastEthernet 0/1     ip+mac      active        deny-all           deny-all         
FastEthernet 0/2     ip+mac      active        deny-all           deny-all         
FastEthernet 0/3     ip+mac      active        192.168.1.2    0027.1365.3425     1  
 

IPSG  

•  
› IP f0/3

 

 

 

DHCP  

 

 

PC 

DHCP IP  
192.168.1.1/24 

IP  
192.168.1.2/24 

g0/25 

F0/1 F0/3 



•  
› IP f0/3

 

 

 

DHCP  

 

 

PC 

DHCP IP  
192.168.1.1/24 

IP  
192.168.1.2/24 

g0/25 

F0/1 F0/3 
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PC3 

192.168.0.3/24 

192.168.0.254 

VLAN 10 

PC1 

192.168.0.1/24 

192.168.0.254 

 

Switch 

ARP  

1102  
Switch 

 

PC2 

192.168.0.2/24 

192.168.0.254 

1 
2 

G0/25 

Hub 

G

3 

MAC 192.168.1.1 

MAC 192.168.1.1 MAC 192.168.1.1 
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PC2 PC1 
192.168.0.1 

00d0.f800.0001 
192.168.0.2 

00d0.f800.0002 

192.168.0.254 
001a.a908.9f0b 

• ARP  
› PC ARP  

› ARP  

ARP  

77 

 

PC2 PC1 
192.168.0.1 

00d0.f800.0001 
192.168.0.2 

00d0.f800.0002 

192.168.0.254 
001a.a908.9f0b 

Cheat ARP Request  

ARP  
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PC2 PC1 
192.168.0.1 

00d0.f800.0001 
192.168.0.2 

00d0.f800.0002 

192.168.0.254 
001a.a908.9f0b 

Cheat ARP Reply  

ARP  
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PC2 PC1 
192.168.0.1 

00d0.f800.0001 
192.168.0.2 

00d0.f800.0002 

192.168.0.254 
001a.a908.9f0b 

Cheat  Gratuitous ARP  

ARP  
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ARP  
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ARP  
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PC1  

  

 

ARP  
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ARP  
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ARP SIP/SMAC
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›
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ARP  
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IP+MAC  

ACE 

 

 

0/1  

IP+MAC  

ARP  

•
•

•
•
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ARP  

ACE 

 

 

0/1  

ARP  

• ARP ARP-check  

ARP  

•

•
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ARP  

ARP  

CPU  

 

0/1  

• ARP DAI  

ARP  



91 

• port-security + ARP-check 

ARP  

92 

192.168.0.1 
00d0.f800.0001 192.168.0.2 

00d0.f800.0002 

Fa 0/1 Fa 0/2 

 
interface FastEthernet 0/1 
 switchport port-security binding 00d0.f800.0001 vlan 10 192.168.0.1 
 switchport port-security 
 arp-check 
! 
interface FastEthernet 0/2 
 switchport port-security binding 00d0.0000.0002 vlan 10 192.168.0.2 
 switchport port-security 
 arp-check  

• port-security + ARP-check  

Vlan 10 

ARP  

Ruijie#sh port-security address  
Vlan   Mac Address          IP Address                 Type                Port     Remaining Age 
                                                                                                                 (mins) 
---- --------------- ---------------------------------------- ---------- -------- ------------- 
10    00d0.f800.0001      192.168.0.1                Configured      Fa0/1            -          
10    00d0.0000.0002     192.168.0.2                Configured      Fa0/2            -  

 

Ruijie#sh int arp-check list 
Interface   Sender MAC          Sender IP        Policy Source 
---------- -------------- --------------- -------------------- 
Fa0/1      00d0.f800.0001     192.168.0.1      port-security 
Fa0/2      00d0.0000.0002    192.168.0.2      port-security 

arp-check  

94 

• DHCP Snooping + IP Source guard + ARP-check
 

ARP  

95 

DHCP 
00d0.f800.0001 DHCP 

00d0.f800.0002 

Fa 0/1 Fa 0/2 

 
ip dhcp snooping 
! 
interface FastEthernet 0/1 
  ip verify source port-security  
 arp-check  
! 
interface FastEthernet 0/2 
 ip verify source port-security  
 arp-check  
! 
interface FastEthernet 0/24 
 ip dhcp snooping trust 

Fa 0/24 

• DHCP Snooping + IP Source guard + ARP-check
 

ARP  
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Uplink 

trust trust 

• DHCP Snooping + IP Source guard + ARP-check
 

ARP  
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•  DHCP Snooping + DAI 

ARP  

98 

DHCP 
00d0.f800.0001 DHCP 

00d0.f800.0002 

Fa 0/1 VLAN 10 Fa 0/2 VLAN 10 

 
ip dhcp snooping 
! 
ip arp inspection vlan 10 
! 
interface FastEthernet 0/1 
! 
interface FastEthernet 0/2 
! 
interface FastEthernet 0/24 
 ip dhcp snooping trust 
 ip arp inspection trust 

Uplink Fa 0/24 

•  DHCP Snooping + DAI  

DAI VLAN 

DAI trust  

ARP  
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Uplink 

trust trust 

•  DHCP Snooping + DAI  

ARP  
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•  SAM + Supplicant  

ARP  

101 

192.168.0.1 
00d0.f800.0001 192.168.0.2 

00d0.f800.0002 

Fa 0/1 VLAN 10 Fa 0/2 VLAN 10 

 
aaa authorization ip-auth-mode supplicant 
! 
interface FastEthernet 0/1 
 switchport access vlan 10 
 arp-check 
 dot1x port-control auto 
! 
interface FastEthernet 0/2 
 switchport access vlan 10 
 arp-check  
 dot1x port-control auto 

•  SAM + Supplicant  

ARP  
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• ARP  

ARP  
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› DHCP IP

172.16.10.0/24 172.16.10.254 DNS 8.8.8.8 PC3
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› DAI ARP-check ARP  
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•  
› 1.  

› 2. DHCP IP 

› 3. DAI ARP ARP-check ARP
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